Computer Science E-75: Building Dynamic Websites
Harvard Extension School
Spring 2008

How to SFTP to ¢s75.net

from Mac OS X

Recall that cs75.net is a VPS running Linux on which you have an account. On this cluster you have
500 MB of storage space (your so-called home directory). To SFTP files to your account means to upload
files to your home directory via an SFTP client, a program that “speaks” SFTP.

You’re welcome to use any SFTP client for the course. This document explains how to install and use
Cyberduck, freeware for Mac OS X.
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Installing Cyberduck

If Cyberduck is not already installed on your computer, download the disk image for Cyberduck to your
desktop via the course’s website under Software. Double-click the disk image’s icon and copy the
application onto your hard drive. Typically you would drag-and-drop the Cyberduck application into

your Applications folder.
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Using Cyberduck

Launch Cyberduck via its icon. On the window that appears, click on the Bookmarks button to open a
set of bookmarks on the side. It should appear like the below.

enoe Cyberduck (s ]
Bookmarks . @ ‘=' :_! Lo "!
g | Open Connection ' Bookmarks Quick Connect Action :
[ < » | 21| a
|Filename A Size Modified
+] _
.| 74!

Click the + symbol at the bottom of the bookmarks. Make sure the window appears like the below
before closing it. Don’t forget to change the Protocol to “SFTP (SSH Secure File Transfer)”! Notice that
you have a new bookmark in the bookmarks section.

s Hal &) fas.harvard.edu

Nickname: fas harvard.edu

URL: sftp:/fusername@fas.harvard.edu:22/

Protocol: SFTP (55H Secure File Transfer) |

ar
!

Server:  fas.harvard.edu Port: 22

Username: username

P More Options
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Double-click the new bookmark in the bookmarks bar. It will attempt to connect. If you see a window
like the below, click Always.

Unknown host key for fas.harvard.edu

The host is currently unknown to the system. The
host key fingerprint is:
95:ee:25:b5:03:46:f0:68:25:01:c5:50:93:a3: b6 ra.

¢
h[‘

l_. Deny -_ Ik_. Always '_,l f: Allow }

Next, enter in your username and password for the host and click Login. Keeping the “Add to keychain”
option selected will remember your password and will keep you from having to enter it again. Only do
this if you are not connecting from a public computer.

08 e sftp:username@fas.harvard.edu (=]
" Bookmarks | ﬁ P = 5 O
—_ i Login with username and password
_ fas.harvard.edu (==a (Sl ) i
f§ i T ﬂ' Y, Nologin credentials could be found in the Keychain I
~| sftp://fas.harvard.edu/ <4 > | Y
Filename

Username: username

Password: sssssess

E Add to Keychain

(" Cancel ) ( Login )

LHL=4)
— “ S5H connection opened d
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A window like the below should then appear, providing you with access to the contents of your home
directory.

806 « sftp:username@fas.harvard.edu e
& A H == €)
_ fas.harvard.edu 1| Open Connection Bookmarks Quick Connect Action Refresh Disconnect
oF username T\ ™ - | |
sftp://fas.harvard.edu/ - > |~ /nfs/home/u/s/username Tj A Q
Filename A Size Modified
l‘__." Desktop 4.0KB 7/14/06 3:57 PM
» [ public_html 4.0KB 12/2/06 2:22 PM
=| test.html 248 B 12/2/06 1:57 PM
W
LH=))
— 4 files &

Navigate your way to the directory to which you would like to upload one or more files by double-
clicking the appropriate icons in your home directory’s window. Then, click the file(s) on your desktop
or Macintosh HD that you would like to upload and drag the file(s) to their destination within your home
directory.

The file(s) should then be uploaded to the destination you’ve chosen.
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An optional step is to show all files, visible and hidden. If you work with any “dot files” (e.g., .htaccess),
you will want to enable this option. Click on the Cyberduck menu and select Preferences. Click on the

Browser section and check “Show hidden files”, as shown below.

860 Preferences : Browser

AlE S dd © @

General 'Browser Transfers FTP  FTP-TLS SFTP Bandwidth Connection

Ceneral

# Show hidden files

" Double click opens file in external editor

ET Return key selects folder or file to rename

E Info window always shows current selection
_| Use spring-loaded folders when dragging files

with delay
Short Medium Long
Appearance

__ Use alternating row background
@ Horizontal Lines
I Vertical Lines

Text Encoding

The selected default text encoding is used to conwert characters in filemames
displayed in the browser. This should match the text encoding used on the server.

UTF-8 -

1F

Bookmarks

When using small icons, only the nickname of the bookmark is displayed in the
bookmark drawer.

Use Large lcons f

1F
PR

May that you never have to read all of these directions again!
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