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Harvard Extension School
Spring 2008

How to SFTP to ¢s75.net

from Windows

Recall that cs75.net is a VPS running Linux on which you have an account. On this cluster you have
500 MB of storage space (your so-called home directory). To SFTP files to your account means to upload
files to your home directory via an SFTP client, a program that “speaks” SFTP.

You’re welcome to use any SFTP client for the course. This document explains how to install and use
SecureFX, commercial software for Windows for which Harvard has a site license; it’s installed on most

PCs around campus and can also be installed on yours.

Because your domain is hosted on cs75.net, you may substitute your own domain name for cs75.net
throughout this document. They will both lead you to the same place!
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Installing SecureFX

If SecureFX is not already installed on your computer, download the installer for SecureFX to your
desktop via the course’s website under Software. Double-click the installer’s icon and follow the on-
screen directions. It’s fine to breeze through them, leaving all defaults selected.
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Launching SecureFX

Launch SecureFX via its icon. You should then see a window like the below appear. If not, make it
appear by going to File — Connect...

i x|
oA b B X k| E| R

----- &) eecs harvard. edu
“ohl fazharvard edu

¥ Show dislog on startup

Connect I Cloze

The window you see may or may not list these same sessions. If cs75.net does not appear in the list,
proceed to Creating a Session, below. If cs75.net does appear in the list, skip to Using SecureFX.
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Creating a Session
If you're using SecureFX on your own computer, you should need to create a session for cs75.net only
once. On a PCin one of Harvard’s labs, you may need to create a session each time you use the PC, as

lab PCs’ hard drives tend to be restored to defaults upon logout or overnight.

In the Connect window (pictured above), click the third icon over from the top-left that looks like the

below.
1]

Make the window that appears look exactly like the below.

Mew Session Wizard x|

Thiz wizard will help pou create a new seszion for connecting o a
rernoke server.

YWhat tppe of connection do pou want to establish?

Protocal: |SFTF j

[ Do not use this wizard when creating sessions

izt Cancel
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Click Next and make the window that appears look exactly like the below.

Mew Session YWizard

YWhat iz the name or IF addrezs of the remate host?

The uzer name can be left blank.

Hozthame: Ics?E.net

Part: I:22

Eirewsall: I Maone j

L zername: I

< Back I et » I Cancel |

Click Next yet again and make the window that appears look exactly like the below.

Mew Session Wizard

The wizard iz now ready to create the new session for you,

Ywhat name do you want to uze to uniguely identify the new sezzion?

S ezzion name:

Drezcription:

¢ Back | Finizh I Cancel
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Finally, click Finish. You should see a window like the below appear. Again, the window you see may or
may not list as many sessions, but it should now at least include cs75.net.

_ioix]
o5 A FEBER X kB ®

B [ Sessions
=75

cafonet

by @ eecs harvard. edu
- @ fas. harvard.edu

¥ Show dialog on startup

Connect I Cloze
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Using SecureFX

Launch SecureFX. Assuming you have already created and configured a session for cs75.net, you should
see a window like the below.

=
I IE IR

= [ Sessions
----- @ E::E:?E.r'lEit
) eecs harvard edu
- fasharvard edu

V' Show dizlog on startup

Connect I Cloze

Highlight fas.harvard.edu by clicking it, then click Connect. If you see a window like the below, click
Accept & Save.

NewHostkey x|

The host ke sent by the server iz different from
the host key ztored in the host key database for

cafa.net [64.1:31.73.130), port 22, This may mean
that a hostile party has "hijacked" your connection
and pou are not connected to the server you zpecified.

il

[t iz recommended yau vernify your host key before accepting.

Server's hozt key fingerprint [(MDOS hagh):
04:46:11:da: 35 4b:f9: o2 ef: d5: 05 earch: bh: 48:02

Aocept Once |

Cancel |
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Provide your username and password if prompted. A window containing at least two smaller windows
should then appear. If you go to Window — Tile Horizontally, that window should resemble the below.
Even if your own smaller windows are arranged differently, you should find that one provides you with
access to the contents of your home directory, while another provides you with access to the contents
of your local computer.

=10| ]

File Edit Mew Options Tools Window Help
HPIR BR( oo X [Ea|ermEzE &t
=101 ]

(= ) Marne |
IS domains

[E] imap

ICaMaildir

4556 public_hkml

-5 Maildie

4 entries (plus 3 hidden entries) | E 4

A Local - Desktop - =10/ x|
@_ Desktop Marne -
é My Camputer ' My Camputer e
-0y My Documents [ )My Documents

‘3 Py MNetwork Places QMY Metwork Places

-
1| | 3

71 entries o

For Help, press F1 a5

Note that your public_html directory may appear as a symbolic link, the icon for which is a chain. You
may need to double-click that icon before SecureFX will resolve the link, after which you can double-
click it again to open the directory.
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Navigate your way to the file(s) that you would like to upload by double-clicking the appropriate icons
within the window representing your local computer. Then, navigate your way to the directory to which
you would like to upload one or more files by double-clicking the appropriate icons in your home
directory’s window. (If you need to create one or more directories on cs75.net, simply right-click within
its window and select New — Folder....) Click the file(s) that you would like to upload and drag the
file(s) to their destination within your home directory. If prompted with a window like the below, select
ASCII (text) only if the file you are uploading is purely text (e.g., CSS, PHP, XHTML, etc.), otherwise select
Binary (non-text), and click OK.

Choose Transfer Type x|
j index php

Pleaze chaoose a transfer type for thiz file.

= Binam [non-test]

[ Always use this transfer type for this file extension.

[ Use this type for all unknown file lypes in this operation.

k. I Cancel

The file(s) should then be uploaded to the destination you’ve chosen. May that you never have to read
all of these directions again!
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